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The Web (1991)

e The internet had existed since 1983 but the
worldwide web led to much wider internet
use. Previously the internet was for nerds.

* Websites, hyperlinks, etc.

* Efficient search engines (especially Google).



New Yorker, 1993

“On the Internet, nobody knows you're a dog.”




Social Networks

Today’s social networks:
Facebook (2004) 2.3 billion users.
YouTube (2005), owned by Google, 1.9 billion users.
Twitter (2006) 270 million users.
Instagram (2010) photo sharing, owned by Facebook, 1 billion users.
Snapchat (2011) photo sharing, 200 million users.
Lesser known sites, modelled after old BBS format
Reddit (2005) 330 million users, moderated.
4Chan (2003)
8chan (2013)


https://www.facebook.com/
https://www.youtube.com/
https://twitter.com/
https://www.instagram.com/?hl=en
http://reddit.com/
http://4chan.org/
https://8ch.net/

Social Media

For many people, they are the main way to
access the net, and news generally.

Tend to emphasize what the user has liked
previously.

Become more extreme with time.

Allow targeting of ads according to users’
apparent prejudices.



Feedback

Negative feedback results in equilibrium.
— Example: thermostat

Positive feedback often results in instability
and breakdown.

— Example: sound system howling

Social media tends to lead to extremism in a
similar way.

Sometimes moderate positive feedback can be
good — a “virtuous circle.”



Creating a Facebook Conservative

Start with a brand new account: no friends, no
posts.

Search for Conservative party of Canada,
Ontario PC Party, People’s Party of Canada and
“like” them.

“Like” everything that appears in news feed
and suggestions.

A few NDP and Liberal posts appear but this
dies out even though | “liked” them.



A few minutes later, we see:

Make Canada Great Again,
Campaign Life

Ontario Proud

True North

Canadian Taxpayers’ Federation
Elect Conservatives

Ezra Levant



Keep on Clicking -----

Trudeau Must Go

Yellow Vests Canada

Canadian Combat Coalition

Canadian Truth Seeking

White People (auto-generated by Facebook!)
The Conservative Hammer

Liberty Now

National Citizens Coalition

Cultural Action Party

Wake up Canada



https://www.facebook.com/groups/1189780771167521/
https://www.facebook.com/WAKE-UP-CANADA-172105293409838/

False Memes

“Don’t believe
everything you
read on the
Internet just

because there’s
a picture with a
quote next to it.”

~ Abraham Lincoln




The greatest enemy of
knowledge is not ignorance,

it is the illusion of knowledge.

Stephen Hawking

Harmless

“The greatest
enemy of

knowledge is
not ignorance,
it is the illusion
of knowledge.”

—Daniel |. Boorstin




Annoying

"We don't need

US farmers anymore,
~ we have
& grocery stores."”

- ~ Justin Trudeau
«~. LIKE AND

;Q SHARE
~ because
liberalism is
. aumental disorder




Dangerous

NZ MOSQUE SHOOTING
1S,100% FAKE NEWS

* No spent bullet casings anywhere (inside or outside) o

* No bullet holes in the walls or doors “‘“;,.
* No visible gunshot wounds on the bodies N W
* No REAL blood visible on the bodies Zg ;
* No REAL blood pooling on the flooror'near the bodies & {; 5

* No REAL blood splatter anywhere of any REAL kind o .
* Clear evidence (see right) of a staged event

* BULLETS LIKE THIS GO THROUGH BODIES MAKING
HOLES IN WALLS! ! T HL.

IT'S ALCABSUT DISARMING HE
PEOPLE AND TAKING AWAY MORE Y,
OF OUR FREEDOM OF SPEECH




|tt%ﬁurgﬁ Shooting:
|o,g|\’res it away—FaIse Flag

Brooklyn Synagogue
5,318 Tweets

Kill all Jews
6.376 Tweels




Internet Obsession

ARE You COMING To RED?

) I CANT. THIS
1S5 IMPORTANT.

WHAT? |

/ SOMEONE 15 WRONG
ON THE INTERNET.

/
UL @




Social Media and Hate Speech

* Policed mainly by artificial intelligence with
some human moderators.

 Difficult job due to volume (300 hours of video
uploaded to YouTube every minute) — but they
seem eager to flag copyright.

e Alsoit’s a problem to clearly define hate
speech clearly and there’s a Libertarian bias in
Silicon Valley companies.

— YouTube example: caution but not removed.



https://www.theverge.com/2019/2/25/18229714/cognizant-facebook-content-moderator-interviews-trauma-working-conditions-arizona
https://twitter.com/JRhodesPianist/status/1036929244654460928
https://www.youtube.com/watch?v=FcnB7Rh22Io

3 YouTube

The following content has been identified by the YouTube
community as inappropriate or offensive to some audiences.

| UNDERSTAND AND WISH TO PROCEED

Adolf Hitler vs The Jew World Order by Eric Dubay
Rise Up Goyim

Certain features have been disabled for this video

In response to user reports, we have disabled some features, such as comments, sharing and suggested videos, because this video
contains content that may be inappropriate or offensive to some audiences.



Minimal Response to Criticism

* Facebook removed Faith Goldy April 8 after
orotests (but YouTube and Twitter didn’t — she
nas 110 videos on YouTube, 6000 tweets on
Twitter, about 100,000 followers on each.)

* But there is a new Facebook page, created April
10, called Faith Goldy for Prime Minister in 2019.

* Also removed Soldiers of Odin and Wolves of
Odin but Sons of Odin, Pizzagate, Incel Army,
QAnon, etc. are still there.



https://www.youtube.com/channel/UClMWnUHbxJKJLUgloN1mPUA/videos
https://www.facebook.com/Faith-Goldy-For-Prime-Minister-In-2019-2313209922288732/
https://www.facebook.com/Faith-Goldy-For-Prime-Minister-In-2019-2313209922288732/
https://www.facebook.com/Faith-Goldy-For-Prime-Minister-In-2019-2313209922288732/
https://www.facebook.com/Faith-Goldy-For-Prime-Minister-In-2019-2313209922288732/
https://www.facebook.com/groups/SonsOfOdinCanada/

Occasional “Fact Check” by FB
Sons of Odin .+« More | Join this group to post and comme

Canada S ¢
) . CBTVN.COM

&3 Public group . L. . .
Canada's Prime Minister begs Nigeria

Abotit President for one million immigrants -
Latest News
Discussion The Prime Minister of Canada, Justin Trudeau, has...
Members
2 Shares

Events
Photos Ub Like 4> Share

Q Related Articles eee
Shortcuts

FACTCHECK AFP.COM ([ neies
False: he Canadian High Commission in Nigeria
™3 UU Midwinter Retreat 12 has dismissed the claim, though it said Nigerians

¢ Unitarian Congregati... 1




Dangerous Lies: Myanmar

Cellphone access went from less than 2% to 90%
between 2012 and 2018. Internet access went
from 1% to 25% in same period.

Facebook offered free access via mobile phone.
Twitter will work on phones without internet.

Anti-Rohingya violence sparked by false reports
on Facebook.

Exacerbated by lack of FB staff who spoke the
language.



Is Government Regulation the
Answer?

* Seems like a good idea. Currently being looked
at.

* Watch out for overreach, for example:

— On April 13, 2019, the EU directed the Internet
Archive to delete these, among others, because of
“terrorist content” :

* Project Gutenberg : 58,000 public domain ebooks.

* Prelinger Archives : public domain documentary films.

e C-span recordings of US Congress debates.



http://www.gutenberg.org/
https://archive.org/details/prelinger
https://archive.org/details/CSPAN_20101229_150000_U.S._House_of_Representatives
https://archive.org/details/CSPAN_20101229_150000_U.S._House_of_Representatives
https://archive.org/details/CSPAN_20101229_150000_U.S._House_of_Representatives

Propaganda from Governments

* Russian influence in US election (via Internet
Research Agency)

— 80, 000 FB posts and 120 pages reaching 126
million users (and their “friends”)

— 36,000 Twitter "bots”, 1.4 million tweets
— 1000 YouTube videos



Propaganda on Social Media

The Very First Russian-Troll Post (of Thousands) for the 2016 US Election

M Heart of Texas added an event
| May 5 at644am - @

-

MAY 21. 2016 £12.00 pr?!.

MAY Stop Islamization of Texas
Sat 12 PM - Islamic Da'wah Center 201 Travis S
PO manata Tl st e * Interested



This one cost 3981 Rubles (S89 US)
U'nivte"d'Mus:':ims of America shared their event

The time has come to understand one simple thing: we the American
muslims are as American

'. .“‘Su.ppor’t H.lLLa.na

N
Sa.ue. Bt B Mistim-bs

| \

Support Hillary. Save American Muslims!
9 Sat 1 PM EDT - The Obama White House - Wash. .. % Interested

il Like @ Comment



Also Posted by Russial




Twitter “Bots”

e Automated accounts can tweet hundreds of
times per hour.

* Russian bots tweeted on both sides of the
anti-vax campaign, apparently to sow discord.

* Millions of bots have been removed but they
reappear just as quickly.



Saudi Bots on Twitter April 2019

The since-suspended account for the empty "news site" The Globus was at the
center of a 5,000 bot Twitter army denouncing the Mueller campaign and posting
pro-Trump (and pro-Saudi) messages.

4

]l I l : Tweets Following Followers
GLOBUS 128 64 21.2K
Tweets Tweets & replies Media Ne

The Globus @

@TheGlobus

The Globus @ @ TheGlobus  4h
Jim Messina, campaign manager for former President Barack Obama's

Stay Relevant. Briefs of the world news
4 ” successful re-election campaign, predicted that Sen, Bernie Sanders, I-V1., would ‘

and more.
be unable to counter President Trump's economic messaging and would

therefore lose in a 2020 electoral matchup. Source: Fox News

i/”’j “ﬂ\’ﬁ

We're gonna win, we're gonna Willpa
.~.’-so brg Thank you very much

;13

a The Globus @ @ TheGlobus  4h



Information Gathering

e Used to target ads and suggest things you
might “like.”

 May also be given or sold to others.

* Facebook by far the worst but Google does it
too.

— Facebook has been caught many times and always
apologizes and says it won’t happen again.



nn

g

g

In the 1990’s

"ON THE INTERNET,
NOBODY KNOWS
Wyou'Rs A DOG.

N [

il
1

ANALYSIS INDICATES
THAT HE IS DEFINITELY

BEAGLE-MIX, AND
I SUSPECT THEY
ARE HUMPING.

joyoftech.com




Cambridge Analytica

e Used information from an online personality
test to target ads for 2016 US election.

 The exact way they did it is now prevented,
but there are new data-leak revelations

almost daily.

 Beware any quiz or test on social media.


https://discovermyprofile.com/miniIPIP/introduction.html
https://discovermyprofile.com/miniIPIP/introduction.html

B2 UNIVERSITY OF
" CAMBRIDGE More tests

I'he Psychometrics Centre

Short Personality Test - Introduction

This test measures your BIG5 personality, one of the most popular scientific measures of personality. You will see 20 statements, one at a time, and you will be
asked to evaluate the extent to which you agree with them. Please answer honestly with regard to how you see yourself in the present moment, not how you
would like to be in the future. There are no incorrect answers nor any personality profile that is inherently more desirable than another.

If you would like an even more accurate measure of your personality traits, then please click here to take our 100-item version as well.
References

Donnellan, M B., Oswald, FL, Baird, B.M., & Lucas, RE. (2006). The mini-IPIP scales: Tiny-yet-effective measures of the Big Five factors of personality. Psychological

Assessment, 18, 192-203




Used to Guess Passwords

@ Good Old Days ifr Like Page
March 9 at 8:30am - #¢
DO YOU REMEMBER YOUR
{ / y 4 \“ J -' ’1; ;(—\" ! =

FIRST GRADE TEACHERS NAME?



What is your birthdate?

PERSONALITY STRONG POINT WEAK POINT
Joyful Unshakable faith You can't say no

YOU LOVE GENTLE SIDE
FOMII\, JA N 1 You help those in need

FIERGE SIDE YOU HATE SECRET
Yourraicet 9% Bod character At beet

Done when not logged into Facebook. Showed which of my “friends” had taken it
anyway.



acebook Itself Categorizes Users

Edit "People you choose through targeting” audience

Fini ay

/ Py » g @ Drop Pin

A, “ar
Detalled targeting

INCLUDE poogle who match at least ONE of the following

Demographics > Education > Field of study
German Schutzstaffel
History of “why jows ruin the world"

How to burn jews

2,274 peopie
Demographics > £ducation >

Demographics > Education ¢ Fleids of study > Jew hater

Jow hater

German Schutzstatfel Description: Peopic wno listed
thew main subject or Belt of study
= ” 85 Jow Hater on ther Facebook
Demographics > Work> Emyg -~ -

Report this ad inappropniate
NaziParty >

Suggestions Srowse

Excliude pooplo or Narmow audence

Your audience selection is great!

Potentiyl audience size: 108,000 pecpie

“Jew Hater”
category

Found by
ProPublica
2017



Facebook collected email passwords
and Contacts at Signup (2019)




Surveillance

* Very possible, by, among others:

— Governments
 Demanding passwords at borders.

— Employers and prospective employers

* Looking at social media profiles before and during
employment.

— Sometimes asking for passwords.
— Personal and political enemies

e Can often obtain personal information and use it against
people.

* “SWATting”



Why are these Media Antisocial?

Direct the conversation to maximize income.

— Leads to extremes.
Oblivious to facts/falsehoods.
Susceptible to hidden influences.

Harvest personal information.
— Sell it without knowledge or consent.



Ways to Fight Back

Support government regulation (done carefully.)
Use social media for actual socializing.
— Go directly to media sites for news.

Be careful with memes.

— Can anything important be conveyed with a picture
(often fake) and a caption?

Fact-check, especially items that confirm your
prejudices.

Assume everything you post is public, for ever.



Watch for Fake Photos

- Tweeted by a British MP, April 22 this year, as a photo of Israeli soldiers beating
a Palestinian youth.
- Turned out to be a photo from 2015 of Guatemalan soldiers.

4




And Remember:

* |f you didn’t pay for the product, you ARE the
product. (Attributed to various sources.)



